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Applicant Data Privacy Statement

In this Applicant Data Privacy Statement, bank
zweiplus Itd. ("Bank”) would like to outline how it
collects, processes and protects personal data in
connection with applicant’s job application and its
hiring process with the view to potentially enter
into an employment relationship (“Applicants™).
Furthermore this Applicant Data Privacy State-
ment shall also inform Applicants of their rights in
relation to personal data collected and processed
by the Bank.

In this Data Privacy Statement:

e "you"or"your" means as a reference to an Ap-
plicant as defined herein;

e “personal data” means all information (whe-
ther business-related, private, public or confi-
dential) relating to an identified or identifiable
individual (e.g. name, gender and Curriculum
Vitae). It includes any data that can be used
to directly or indirectly identify a person; it
also includes data where the individual at
issue is identifiable only indirectly by use of
secondary sources (e.g, the Internet or other
databases) or through an identifier (namely an
identification number, location data or an on-
line identifier);

e “processing” means any operation with per-
sonal data, irrespective of the means and the
procedures applied, and in particular the coll-
ection, recording, storage, use, modification,
disclosure, archiving, deletion or destruction
of personal data;

e “controller” means the Bank or any other pri-
vate person (e.g. natural person, legal en-
tity) or state bodies that alone or jointly with
others decides on the purpose and the means
of the processing. Please refer to section 1
below for further information about the Bank
as controller;

e “processor’ means private person (e.g. natural
person, legal entity) that processes personal
data on behalf of the controller.

If the Bank provides separate or further informa-
tion about how it collects and uses Applicant's
personal data for a particular purpose, those terms
will also apply (e.g. consent forms, etc.).

If you provide the Bank with personal data of
other persons (such as references, family mem-
bers), you shall ensure that the respective persons
are aware of this Data Privacy Statement and that
you only provide the Bank with their data if you
are allowed to do so.

This Data Privacy Statement is aligned with the
Swiss Data Protection Act ("DPA") and the EU Data
Protection Regulation ("GDPR"). However, the ap-

In order to facilitate readability, "Employee” refers to all genders;
the masculine form is used for male, female and diverse employees.
To the extent justified by the context, the singular includes the plu-
ral and vice versa.

2 This includes entities of |. Safra Sarasin Holding Ltd Group in
Switzerland and abroad
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plication of these laws depends on each individual
case.

Please familiarize yourself with this Applicant
Data Privacy Statement.

1. Who is responsible for the processing of
your personal data and who can you contact
in this regard?

The controller (and sometimes as joint control-
ler) of data processing as described in this Data
Privacy Statement is bank zweiplus Itd. (with re-
gistered address at Buckhauserstrasse 22, 8048
Zurich, Switzerland).

You can contact the Bank on any data protection
related matters, using the following contact de-
tails of the Bank's Data Protection Officer:

bank zweiplus Itd

Data Protection Officer
Buckhauserstrasse 22
CH-8048 Zurich
Switzerland

E-Mail-Adresse: dataprotection@bankzweiplus.ch

The Bank's representative in the European Union
is Bangue J. Safra Sarasin (Luxembourg) SA, 17-21,
Boulevard Joseph Il, L-1840 Luxembourg.

2. What sources and personal data does the
Bank collect and use?

In the context of your job application and the hiring
process, personal data can be processed to assess
and initiate a potential employment relationship
with the Applicant, including, but not limited to, the
Applicant’s suitability for his/her job or whether it
is necessary for the initiation of the employment
contract,

The personal data the Bank collects or has about
an Applicant come from different sources. This in-
cludes personal data provided to and collected by
the Bank in order to take steps prior to entering into
an employment contract and to prepare the em-
ployment contract, when initiating the employment
relationship.

Some of the personal data will come directly from
the Applicant. Some might be obtained from other
third parties (such as headhunters). Personal data
might also come from other |. Safra Sarasin Group?-
entities or the Bank might obtain such personal
data lawfully by accessing publicly available sour-
ces or combining different sets of information.

Personal data collected may include, in particular:

a) Depending on the stage of the process

the following information may be required to

be provided from the Applicant to the Bank

such as:

e (ontact details (e.g. name, address and other
contact details such as date and place of birth
and nationality);
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e Information about an Applicant given to the
Bank by sending your application portfolio,
filling in forms or by communicating with the
Bank, whether face-to-face, by phone, e-mail,
on-line or otherwise;

e Information concerning an Applicant’s identity
(e.g. passport information which does also con-
tain a photograph) or which is relevant for au-
thentication purposes (e.g. sample signature);

e Data with regard to an Applicant’s education
(diplomas, certificates, internships, special trai-
nings etc.), language skills and professional ex-
perience (profile, data on previous employers,
termination of last employments and work
carried out, special projects etc.) including refe-
rence checks if provided to the Bank with refe-
rences in an Applicant's CV or otherwise;

e |f applicable, whether an Applicant possesses
a working permit and details of this working
permit;

e Any other personal data that an Applicant pre-
sents the Bank with as part of his/her applica-
tion with the Bank;

e Extract from the criminal records register;

e Extract from the debt register.

b) Depending on the stage of the process

the following information about the Appli-

cant may be collected or generated by the

Bank, such as:

e Application data;

e Information regarding an Applicant’s financial
situation such as debt data;

e Information the Bank collects or generates to
comply with its obligations under the anti-mo-
ney laundering regulatory framework and ban-
king regulations (e.g. information on criminal re-
cords, Background screening);

e Information the Bank may collect through a di-
gital assessment of information that is availa-
ble on the internet (e.g. social media presence
such as LinkedIn), insofar as this presence is
open and publicly available;

e (eographic information;

e |nformation included in relevant Applicant files
(e.g. education, work experience, reference let-
ters, references, information) and any other
comparable information provided by you;

e Information on salary and grade details, inclu-
ding data held on staff organigrams;

e Information generated in company documents,
correspondence, e-mail, telephone calls (in-
cluding audio or video recording) including
Applicant's personal data in the course of car-
rying out the hiring process;

¢ Video recording in the context of surveillance
of the Bank's premises;

e Information used in ‘cookies' and similar tech-
nologies on websites and in e-mails to recog-
nize a data subject, remember a data subject’s
preferences and show a data subject content
the Bank thinks he/she is interested in;

e Information related to telecommunications
and internet and/or intranet data to the ex-
tent such information results from the use of
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the company tools and resources, to the extent
permissible under applicable laws and in com-
pliance with internal policies and directives;

¢) Information about the Applicant that

the Bank collects from other sources, for

example:

e Information available in registers (e.g. com-
mercial registers and registers of associa-
tions, registers available on the Internet);

e Information from publicly available sources
and combined information from external
sources.

In certain limited circumstances, the Bank may
collect sensitive data about you (also called
“special category data”), such as for example in-
formation relating to your social security number,
trade union affiliation, health or criminal record to
fulfil its contractual or statutory obligations.
Sensitive data includes different types of data
relating to racial or ethnic origin, political opinions,
religion or similar beliefs, trade union affiliation,
physical or mental health data, criminal records,
administrative proceedings and sanctions. Should
you provide the Bank with sensitive data for any
reason, the Bank acknowledges this as your expli-
Cit consent to process that data in the way as
described in this Data Privacy Statement.

3. What does the Bank process personal
data for (purpose of the processing) and on
what legal basis?

The Bank processes personal data of Applicants
for various purposes in accordance with the pro-
visions of the Swiss DPA and the European GDPR
and only uses such personal data where the Bank
has a lawful basis for using it. The lawful basis
and purposes include processing:

a) For the fulfillment of contractual obliga-
tions

The processing of personal data is carried out in
order to take steps to initiate such an employ-
ment relationship.

The purposes of data processing relate to the in-
itiation of such an employment relationship and
internal directives, policies and guidelines and the
applicable laws.

b) In the context of balancing interests
and the purposes of safeguarding legiti-
mate interests respectively

Where required, the Bank processes personal
data beyond the actual fulfilment of its pre-con-
tractual due diligence to initiate an employment
relationship for the purposes of safeguarding
the legitimate interests pursued by the Bank or
a third party (including the entities of the J. Safra
Sarasin Group). For Example:

¢ (onsulting and exchanging data with infor-
mation offices (e.g. debt register, ZEK/IKO) to
investigate creditworthiness, determine de-
fault risks;

e Asserting legal claims and mounting a de-
fense in the event of legal disputes;

e (orrespond with legal advisers and third
party intermediaries;

¢ Manage the Bank's internal operational requi-
rements for credit and risk management and
planning, insurance, audit and administrative
purposes;

e Prevention and solving of crimes;

¢ \/ideo surveillance to safeguard Bank's pre-
mises against trespassers, for collecting evi-
dence in the event of hold-ups or fraud;

e Complying with applicable Swiss and other
legal statutory and regulatory requirements.

c) On the basis of your consent

Insofar as you have granted the Bank consent
10 process your personal data for specific purpo-
ses, this processing is lawful on the basis of your
consent. A consent given may be revoked at any
time. This also applies to withdrawal of decla-
rations of consent that were given to the Bank
before the issuance of this Applicant Data Pro-
tection Statement. Please be advised that a with-
drawal of consent does not affect the lawfulness
of the processing of data prior to revocation of
such consent. Note however that the Bank may
still be entitled to process your personal data if it
has another legitimate reason for doing so.

d) Due to legal obligations or in the public
interest

Furthermore, the Bank is subject to various legal
obligations, i.e. statutory requirements (e.g. the
Banking Act and labour law) as well as bank regu-
latory requirements. Purposes of processing in-
clude for example money laundering prevention
measures, measuring and managing risks within
the Bank and the J. Safra Sarasin Group (including
for consolidated supervision purposes) and ensu-
ring that the requirements in regard to good repu-
tation of the Bank’s administration and manage-
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ment as well as irreproachable conduct of the
Bank's business operations can be met at all
times.

The Bank may also collect and process additional
personal data for other purposes about which the
Bank will inform you from time to time.

4. Who does the Bank share your personal
data with? Is your personal data disclosed
abroad?

Within the Bank various units are given access to
personal data of Applicants in order to conduct
the hiring process and meet statutory obligations
or as further described in this Applicant Data Pri-
vacy Statement.

In the context of the Bank's business activities
and in line with the purposes and legal grounds
of the data processing set out in section 3 above,
the Bank may transfer data (incl. personal data) to
third parties, insofar as such a transfer is permit-
ted and the Bank deems it appropriate, in order for
them to process data for the Bank or, as the case
may be, their own purposes.

If a recipient is located in a country without ade-
quate statutory data protection, the Bank requi-
res the recipient to undertake to comply with data
protection standards (for this purpose, the Bank
namely uses the revised European Commission’s
standard contractual clauses which can be ac-
cessed here: https:/eurlex.europa.eu/eli/dec_
impl/2021/914/Qj?), unless the recipient is subject
to a legally accepted set of rules to ensure data
protection or unless the Bank cannot rely on an
exception, all in order to ensure that your perso-
nal data continues to receive appropriate protec-
tion. An exception may apply for example in case
of a legal proceedings abroad, but also in cases of
overriding public interest or if the performance of
a contract requires disclosure, if you have consen-
ted or if data has been made available generally
by you and you have not objected against the pro-
cessing.

The Bank may disclose your personal data, in par-
ticular, to the following categories of recipients:

Types of third parties receiving data Purpose of the transfer Location of the third parties receiving data

Other companies within the J. Safra Sarasin Group

For risk control purposes due to statutory or other obligation
or for the purpose of outsourcing data processing activities
within the J. Safra Sarasin Group mainly in the categories

of banking services, IT services, logistics, printing services,
telecommunications, advice and consulting

3 httpsi//jsafrasarasin.com/content/jsafrasarasin/language-masters/en/company/locations.html

bank zweiplus Itd, P.0. Box, CH-8048 Zurich
www.bankzweiplus.ch

See list of companies and their location on the Group's
website?
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Types of third parties receiving data

The aforementioned table is a general description
of the various scenarios where the Bank may
share data. Additional recipients of personal data
may also be those for which you have given your
consent to transfer your personal data or with re-
spect to which you have exempted the Bank from
privacy obligations by agreement or consent. All
these categories of recipients may involve third
parties, including sub-processors of personal data,
so that your data may also be disclosed to them.
The Bank can restrict the processing by certain
third parties (for example IT providers), but not by
others (for example authorities).

As indicated in the above table, certain recipients
may be within Switzerland but some may be loca-
ted in other countries, including countries in Eu-
rope and the USA.

You can obtain more details of the protection gi-
ven to your information when it is transferred
outside Switzerland by contacting the Bank in ac-
cordance with the information provided in section
1 above.

5. How long will personal data be stored?
The Bank will process and store personal data of
Applicants for as long as it is necessary to fulfil
the Bank's Human Resources process, after which
they will be deleted.

If an Applicant becomes an effective employee of
the Bank, the Employee Data Privacy Statement
and applicable data retention periods will further

apply.

6. What data protection rights do you have?
Under the applicable data protection laws, you
may have the following rights:

e Rightof access

¢ Right to rectification

e Right to erasure

e Right to restriction of processing

e Right to object to the data processing

e Right to data portability.

The right of access and the right to erasure are
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Purpose of the transfer

subject to certain restrictions. In case you exer-
cise your right to restrict or object to the pro-
cessing, the Bank will no longer process your
personal data, unless the Bank can demonstrate
mandatory legitimate grounds for the proces-
sing which override your interests, rights and
freedoms or unless the processing is for the es-
tablishment, exercise or defense of legal claims.

You shall address any request in that regard to
the Bank's Data Protection Officer as mentioned
under section 1 above.

Furthermore, if applicable on a person, there is
also aright to lodge a complaint with an approp-
riate data privacy supervisory authority.

7. How is personal data kept secure?

The Bank implements internal technical and or-
ganisational measures to keep personal data
of Applicants safe and secure which may in-
clude encryption, anonymization, access limi-
tations (e.g. limitation of user rights or use of
passwords) and physical security measures.
The Bank requires its employees and any third
parties who carry out any work on the Bank's
behalf to comply with appropriate compliance
standards including obligations to protect any
information and applying appropriate measures
for the use and transfer of personal data.

8. Is there an obligation to provide data?
In the context of the initiation of a potential
employment relationship with the Bank an Ap-
plicant must provide all personal data which is
necessary for the establishment of such em-
ployment relationship and the performance of
the associated contractual obligations or which
the Bank is legally obliged to collect. As a rule,
the Bank would not be able to enter into any
employment contract or employment relation-
ship without collecting and processing personal
data.

Applicants are responsible to make sure the in-
formation provided to the Bank is accurate and
up to date.
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Location of the third parties receiving data

In particular, provisions in the bank law and regula-
tory authority's regulations in regard to the “pro-
per and rightful conduct of business” requirement
each bank has to comply with, implies that the
Bank verifies a data subject’s personal data by me-
ans of a document of evidentiary value (e.g. ex-
cerpts of the debt register and the criminal records
register) and that the Bank collects and records
certain data (e.g. subject's name, place of birth,
date of birth, nationality, residential address and
other data for that purpose) in order to establish
their Applicants’ suitability for their jobs. In order
for the Bank to be able to comply with this statu-
tory obligation, a data subject must provide the
Bank with the necessary information and docu-
ments in accordance with the bank law and the re-
gulatory authority's regulations and notify the
Bank without undue delay of any changes. If a
data subject does not provide the Bank with the
necessary information and documents, the Bank
may not be allowed to enter into the employment
relationship.

9. Is “profiling” or "automated decision-
making"” used?

Automated decisions are defined as decisions
about individuals that are based solely on the au-
tomated processing of data and that produce legal
effects or that significantly affect the individuals
involved. As a rule, the Bank does not make use of
automated decision-making as described above in
relation to the initiation of employment agree-
ment. In particular, the Bank does not base its de-
cision whether or not to hire you solely on automa-
ted processing of your personal data.

Should the Bank use automated decision-making
in the future, the Bank will inform you accordingly
and will ensure that a suitable contact person is
available if you wish to express a view on any au-
tomated individual decision where such opportu-
nity to express a view is required by law. In such
event, please refer your request to the address
contained in section 1 above.

In some cases, the Bank uses profiling to process
assessments in the hiring stage with the aim of
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evaluating certain personal aspects of an Appli-
cant. The Bank may further also process data to
develop predictive analytics. If such analytics are
done the results are whenever possible anony-
mized to ensure no conclusions can be made on
individuals.

bank zweiplus Itd, P.0. Box, CH-8048 Zurich
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10. Changes to the Applicant Data Privacy
Statement

You may request another copy of this Applicant
Data Privacy Statement from the Bank using the
contact details set out in section 1 above. The
Bank may modify or update this Applicant Data
Privacy Statement from time to time by making
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such a revised version available on the Bank's

website.

Issue Date: 1st September 2023
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