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1. General information on payment transactions

General information regarding payments via e-banking
In the payment transactions process of the twenty-first century, the IBAN number 
(International Banking Account Number) plays a significant role in the identification of 
accounts and, in the interim, has become absolutely mandatory for payments abroad. So 
please use the IBAN for international payments. Using the IBAN number for payments 
within Switzerland also simplifies the input process because the bank code (BC) number is 
automatically derived from the IBAN number. 
The payment templates serve as an additional useful tool (see 1.2). Recipients to which 
you execute more frequent payments can be saved as a model. So in cases of recurring 
payments, merely two revisions must be carried out.  

With the exception of account transfers, payments are always possible with a minimum 
value date +1 (e.g. today’s date +1 workday). The account transfer (e.g. from savings 
account to current account) is possible with today’s value date.

We would like to point out that payments input into the e-banking system are sent to the 
designated recipient on an automated basis. Consequently, the amount as well as the data 
regarding the beneficiary, in particular, must be thoroughly checked in terms of accuracy. 

Security information
All outgoing payments that are not included on the positive list and exceed CHF 
1,000.- are mandatorily subject to release via mTAN.
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1. General information on payment transactions

Authorization of payment with the mTAN procedure
Manipulating payment transactions entered into e-banking systems is one of the latest trends pursued 
by criminal hackers. While users believe that they are sending a payment to their chosen recipient, the 
hacker is manipulating the transaction during the online cession and instead transferring the payment 
(sometimes even with the amount revised upward) to another recipient. Each and every payment to a 
new recipient to which a transfer had not previously been made is thoroughly checked. We safeguard 
against such cases of manipulation through a special means: with mTAN, which stands for mobile 
Transaction Authorization Number. 

++
E-banking users receive an mTAN via SMS – together with the amount to be 
transferred as well as the name of the recipient of their payment – which they 
should closely scrutinize in terms of whether the information in the SMS actually 
corresponds to the data they input through the Internet. If the data match, users 
enter a confirmation of the mTAN via e-banking. The longer customers use our e-
banking system, the less often they are subject to such checks: i.e. the e-banking 
system is engaged in a continuous learning process. Recipients that receive 
regularly recurring payments from users are placed on their personal positive list. 

In addition, many government authorities, doctors and other institutions, to which 
many of our customers regularly execute transfers, are automatically added to the 
positive list by the system. Hence, not every single outgoing payment must be 
subject to an mTAN. Nevertheless, noteworthy is that if users receive an SMS with 
an mTAN for a transaction they should compare the data in the SMS with their 
information on the transfer in e-banking, since this is the only way of preventing 
manipulation of payments during the input process.
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1. General information on payment transactions

The mTAN procedure for release of 
payments:

Please check the amount, account 
number and name of recipient.

The mTAN can only be used when 
these data are accurate. 

44440

Release of your payment:

Amount: CHF 1,250.00.

Recipient account:

CH1234567891234567890123

mTAN: EtGR4M Please note upper/lower
case letters with the
mTAN system.

The mTAN is always a 
six-digit code. 
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1.1 Payment Assistent

The Payment Assistant  
provides access to the 
functions “Bank payments in 
Switzerland” or “Bank 
payments abroad.”

• By merely entering a number 
or IBAN such as CH11 1111 ….. 
the input mask “Bank 
payments in Switzerland” is 
displayed.

• By entering two different 
letters and an IBAN number, 
the input mask “Bank 
payments abroad” is displayed 
(see ).
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1.2 Usng the payment template

After executing a payment, you 
can save it as a payment 
template, which is displayed 
when calling up the payment 
template.  

The new payment 
transaction can be input in 
the shortest possible time 
by revising the amounts.

If a payment with orange 
payment slip is defined as a 
template, the reference 
number must also be 
revised accordingly.
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1.3 Orange payment slips

The orange payment slips are 
designated for transfers in the 
Swiss market. One special 
feature here is the  reference 
number ( ). The invoicing 
party must provide a reliable, 
pre-printed number here, 
which you should input. The 
required fields for the payment 
are marked on this webpage.
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1.4 Red payment slips

The red payment slips are 
designated for giro/postal 
payments in the Swiss market 
and denominated in Swiss 
francs. The required fields for 
the payment are marked on 
this webpage. 
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1.5 Bank payments in Switzerland

The IBAN as well as account 
number must be entered for 
bank payments in Switzerland. 
If you use the IBAN, the BC 
number is entered 
automatically since it is 
incorporated in the IBAN. The 
additional required fields are 
name of beneficiary and 
amount. The BIC Number 
Directory is provided For 
searching for a recipient bank 
domiciled in Switzerland. Users 
can call up this search with the 
magnifying glass function, as 
shown in the example, and 
look for the recipient bank data 
there. 
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1.6 Bank payments abroad

The IBAN as well as account 
number must always be 
entered for bank payments 
abroad. The global bank 
directory (BIC Directory) is 
provided for searching for 
SWIFT addresses of the 
recipient bank. Users can call 
up this search with the 
magnifying glass function, as 
shown in the example. The 
additional required fields are 
name of beneficiary and 
amount. 
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1.7. Account transfers

Account transfers can be 
executed within the same 
customer master data.

Please note that the credit 
account currency is always 
defined as the transaction 
currency. The currency behind 
the “Amount” field cannot be 
changed manually.
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1.8. Balance Manager

The Balance Manager enables 
users to pre-define payments 
for a specific date, subject to 
conditions. For example, if the 
balance exceeds or falls below 
a pre-determined level, a 
balancing payment can be pre-
defined with the Balance 
Manager. As with all payments, 
this pre-set annotation can be 
called up under “Managing 
payments” and thereafter 
under “Pending payments.”   



14

1.9. IPI slip and 1.10. slip scanner

The input mask for 
international payments  is an 
alternative for “Bank payments 
abroad.” The required fields 
are account number, name and 
bank of the beneficiary as well 
as the amount.

The “Form” field must be 
selected according to the  
payment template. 

A scanner can be used to read 
the relevant code line on 
orange payment slips. Click 
“Continue” to display the 
payment details.
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2. Managing payments / 2.1. Pending payments

Under “Managing payments” in 
the menu, users have the 
option of viewing pending 
payments, as well as 
processing transactions such 
as standing orders or release 
of payments.

2.1: Pending payments 
All pending payments are 
displayed here. Because 
outgoing payments are not 
forwarded until end-of-day 
processing, you are still able to 
delete pending payments 
during the day. 
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2.2. Standing orders

Users can input a standing order 
for the payment types listed 
below. If the execution deadline 
falls on a weekend or holiday, 
the user must decide whether to 
execute the order on the 
workday prior to, or after, the 
relevant date. 
In terms of validity, users have 
the following options: recall, 
after specifically defined 
number, or a specified date.
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2.3. Balance preview

Users can display all previously 
input payments per each 
respective account up to a 
defined date. With the “Filter 
on” option, the data field 
appears. Deletion of an 
outgoing payment is possible 
here.
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2.4. Release of payments

All outgoing payments that are 
not previously noted on the 
positive list for signature and 
have not been signed at the 
time of input are displayed in 
detail in the menu. When users 
retrieve the payment, they  
receive a new SMS with 
amount, recipient account and 
mTAN.

The mTAN (release code) must 
be entered here. Please note 
the upper/lower case of the 
letters in the mTAN.

For corporate customers who 
use the e-banking system 
according to the peer-review 
principle, the pre-input 
numbers can also be viewed in 
this menu. Control of the 
verification user is sufficient 
here, and an SMS is not sent.
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3.1. Data transfer/sending DTA files & sent DTA files

The functionality of the data 
transfer system is suitable for  
e-banking users who execute 
payments with numerous  
individual orders (DTA), or 
wish to export account/ 
portfolio data. 
DTA (Data Carrier Exchange) 
facilitates the electronic 
transfer of payments. Financial 
accounting programs can 
create a DCE file via a 
standardized interface. These 
files are imported in e-banking 
with the option “Send DCE file” 
( ).
In the next step, users can 
view all imported files with the 
option “Sent DCE files,” as well 
as verify the individual 
bookings too ( ).
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3.2. Retrieving account/portfolio data

With the option “Retrieving 
account/portfolio data,” users 
have the possibility to export 
information regarding accounts 
and/or portfolios. The export 
format is in line with the 
SWIFT messages standard. 
The account data are saved in 
SWIFT MT940 format, while 
custody account data are 
saved in SWIFT MT571 format. 
No data are transmitted, and 
users receive a file that can be 
saved. 

For account data, all bookings 
for a selected timeframe are 
saved, and for portfolio data, 
all the current positions with 
purchase price and up-to-date 
valuations are saved. 
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3.3. List of retrieved data

This list displays when account 
and/or portfolio data have 
been retrieved (exported) by 
the user. By clicking on the 
“Type” column, users obtain 
further details regarding 
requests submitted in the past.


